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("4813024").PN. 



((multiple or plural$3 or second or 
other) near2 processor$2) with 
cryptograph$2 



("5410726V I ;:'5423044" I 
"5530753'V|"S675724").PN. 



"6047375".URPN. 
("4870|81'').PN. 

("6101255"). PN. 

("6141422").PN. 



(parallel or simultaneous$2) near3 
(cryptograph$2 or encrypt$3 or 
clecrypt$3) nearS (process$3 or 
operation$l or function$l) 



('•6477646":):PN. 



"4731843".URPN. 
("63786b9").pN. 



("6378021"). PN. 



("6378072":).PN. 



((multiple or plural$3 or second or 
other) near2 processor$2) same 
((dummy or fake) nearS 
(cryptograph$2 or encrypt$3 or 
decrypt$3) near3 (operation$l or 
functions or task$l or prosess$3)) 



(dummy; or fake) nearSiigii i;;; . / 
(Ciy ptpg raph$2 jor encryp||3 1 or: 
d(^(iry|it$5j^:heaf5 (dpei'^tlbh$i;pr:;i 
ifuhrtiphs ©r task$l or prdsess$3):i 



USPAT; 

usocr; 



US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM.TDB 

USPAT 



USPAT 



USPAT; 
U$5CR . 

USPAT; 
USOCR 

USPAT; 
USOCR /: 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 



USPAT;: 
USPAT 



USPAT; 
USOCR 

USPAT; 
USOCR 

USPAT; 
USOCR 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
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2005/04/05 14:36 
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Miimmv or fake^ near5 
(cryptograph$2 or encrypt$3 or 
decrypt$3) nearS (key$l or 
random near2 {value$l or 

1 lUl 1 lUCI 4>X J J 


US-PGPUB" 
USPAT; 
EPO; JPO; 
DERWENT; 
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OR 


ON 


2005/04/05 15:04 
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2004/07/0§i'l2:4^ : 


S18 


1 


("4813024").PN. 


USPAT; 
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OFF 


2004/07/09 15:24 


iS19:- 




:"4813024".UliPN. 


USPAT ' 


OR ; 


W- 


2005/04/05 15:05 
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US-PGPUB" 
USPAT; 
EPO; JPO; 
DERWENT 
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ON 


2004/07/09 14:06 
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US-PGPUB; 

USPAT:- ' 
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1 


kocher-paul.in. 


US-PGPUB; 
USPAT 


OR 


ON 


2004/07/09 15:27 
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■T 


koGher.in. and (leak$ nearS: : y 


USPAT 


OR 


lii 11 


:^ 2605/04/05 18:57 • 






:cryptograph$2) 










S24 


3026 


713/172,174,192493,200, 
'^4n''^fin/7Q-'^n'7nR/fi^ rrk and 

@ad<"20000108" 


US-PGPUB; 

1 I^PAT 


OR 


ON 


2005/04/05 15:06 


S25 


361 


(713/172,174,192,193,200, 
340;380/29-30;705/65.cds. and 
. @ad<"2d00pl08") and (((multiple 
iipr plural$3: pr second or other) 


US-PGPUB; 
USPAT 


OR 


ON 
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; multiprocessor$l;br (parallel i;; ;; ;;; 
near3 processing)) ^ 
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((713/172,174,192,193,200, 
340;380/29-30;705/65.ccls. and 
@ad<"20000108") and (((multiple 
or plural$3 or second or other) 
near2 processor$l) or 
multiprocessor$l or (parallel 
near3 processing)) ) and 
((cryptograph$2 or encr/pt$3 or 
decry pt$3) near3 (operation$l or 
processing or function$l or 
task$l)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 15:07 
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(((713/172474,192493,200, 
340;380/29-30;705/65.ccls. and 
@ad<"20000108") and (((multiple 
or p!ural$3 or second or other) 
near2 processor$l) or 
multiprocessor$l or (parallel 
near3 processing)) ) and 
((cryptograph$2 or encrypt$3 or 
decrypt$3) near3 (operation$l or 
Drocessina or functional or 

laoisjpi))) diiu ^parallel ur 
simultaneous42^ 


US-PGPUB; 
USPAT 


OR 


ON 


2004/07/09 17:56 


■S28i 




(713/172^744912493,200,1::: 
340;38O/29-30i7O5/65:ccls. 'Mi 
@ad<"200ppip8") and ("power . : 


iUS-PGPUB;; 
USF^AT 
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: .2005/04/0515:15 






cdnsumptidnV; riearS (a.nal$.5:br 














rnonitDr$3)) J : 










S29 


12 


((713/172,174,192,193,200, 
340;380/29-30;705/65.ccls. and 
@ad<"20000108") and ("power 
consumption" near5 (anal$5 or 
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obtain$3) near3 (secret or key$l 
or iniorrnatiQn^j 


US-PGPUB; 
USPAT 
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ON 
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(complementary near3 
upcrduoii^i } bdmc ^Lrypiuyrapn^^ 
or encrypt$3 or decrypt$3) 


US-PGPUB; 

1 ICDAT" 
UOrM 1 , 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/04/05 19:01 


■^S32 


■% 84;: 


:((random riear^3 (assign$3 or 
seiett$3 )):With $processor$l) and 


US-PGPUB; 

USPAT; v;; 
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ON- 


; :: 2005/04/05 19:03 






(cryptograph$2iorencrypt$3;dr 


EPO; JPO;-^^ 
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:IBM_TDB 1; 
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6 
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cr/ptograph$2 and 
(@ad<"20001227" or 
@rlad<"20001227") 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/09/20 14:18 






iiSi26:i^hd: ((dunimy ib^^ 
:|(crypt6graph$|2 brencrytit^S br^. 1^ 
::decrypt;$3)j: 


USrPGPUB; 
USPAT; Pi 
USOGR; :• 

:-^C)^:jpo; : • 

DERWENT;;: 

iBMiTDB 


OR; . 


:ipN'-Jir: 


: 2005/09/20 14:24 
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S13; 

S13 
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S13 

6^ 



S13 
7 



S13ii 

8 :! 



14 



128 



16: 



S126 and ("differential power 
analysis" or dpa) 



S126 and:paral|ei] 



("5410726" I "5423044" | 
"5530753" I "5675724").PN. 

••6047375".URPN. 



(parallel or simultaneous$2) near3 
(cryptograph$2 or encrypt$3 or 
decrypt$3) near5 (process$3 or 
operational or function$l) and 
(@ad<"20001227" or 
@rlad<"20001227") 



((multiple or plural$3 or second or 
other) near2 processor$2) same 
((dummy or fake) near5 
(cryptograph$2 or encrypt$3 or 
decrypt$3) near3 (operation$l or 
functions or task$l or prosess$3)) 



(dummy or fake) riearS ; ; 
(ciVptQgraph$2 or encrypt$3 or i 
;del6*Vpt$3):near5:(op^^ 
fuhdions or task$l or pnDse^^ 
and (@ad<"2000i227" or 
i@riad<"2d0012i27") 



25 (dummy or fake) near5 

(cryptograph$2 or encrypt$3 or 
decrypt$3) near5 (key$l or 
random near2 (value$l or 
number$l)) and 
(@ad<"20001227" or 
@rlad<"20001227") 



;';'4813024^::URPN: 



S13 3939 713/172,174,192,193,200, 

9 340;380/29-30;705/65.ccls. and 

(@ad<"20001227" or 
@rlad<"20001227") 



US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

US-PGPUS;; 

USPAT; 

USOCR; 

EPO; 3P0; 

DERWENT- 

IBM_TDB 



USPAT 

USPAT 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 



USPATi 



US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 

US-PGPUB; 
USPAT; 
EPO;:JPO; 
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IBM TDB 



US-PGPUB; 
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EPO; JPO; 
DERWENT; 
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USPAT 
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ON 



2005/09/20 14:26 



2005/04/05; 14:19 



2005/04/05 14:36 
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2005/04/05 14:57 



2005/04/05 15:0^ 
2005/04/05 15:02 



2005/04/05 15:03 



2005/09/21 07:53 



2005/P4/p5;i5:05 



2005/09/21 07:58 
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S14 
0 


201 


S139 and (((multiple or plural$3 or 
second or other) near2 
processor$l) or multiprocessor$l 
or ^parallel ncdij pruLcbbiny^^ anu 

((cryptograph$2 or encrypt$3 or 
decrypt$3) near3 (operatlon$l or 
processing or function$l or 
task$l)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 15:08 




:28. 


::5l39:and ({(mUltipiliib^i jjlUral^S.br;;: 


0SrP6PU6f 


:;OR:.i.,.i:::i:i 


bM; ;V;: 


i20,05Md5: 15:08; 






second or other) riear2 ^ 
pi;ocessor$l) or n)iiltiprocessor$l;: 
i\6r (parallel nearSi pirbcessind) j j : ; 


USPATT 












:samei((crypt6graph$2 or : 
enerypt$3 or decrypt$3) neiar3 














: (pperatipn$l;pr processing ibr:;: ; 
: function$i idr task$ij) :^ 










S14 

3 


54 


S139 and ("power consumption" 
nearS (anal$5 or monitor$3)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 18:44 


■ Sl4:.,i 


. . :.23.:. 


S143 and ((extract$3 or obtaln$3) 1 


US-PGPUB;: 


OR : 


ON : .. 


12005/04/05115:16 






::iiear3;(secret or.key$l:or . . 
information)) 


USPAT M: 








S14 
5 


19 


("4641346" 1 "4641347" | 
"4725718" 1 "4757537" | 
"4775246" | "4802218" | 
"4831555" 1 "4853961" | 
"4932053" 1 "4997288" | 
"5500601" 1 "5533123" | 
"5995629" | "6154734" | 
"6327661" 1 "6419159" | 
"6498404" 1 "6510518" | 
"6594760").PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2005/04/05 15:24 


mmi 


. 32 


,C;4932Q53"),|U!RPN. 


USPAT 


OR^: I/. 


on . 


2005/04/05 •^6:38 


S14 
7 


4 


("4932053" 1 "5594493" | 
"5796083" 1 "5815577").PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


ON 


2005/04/05 18:01 


iisisil 

0. :■ 


5Q 


ugon-michel.in. 


US-PGPUB; 
USPAt; . 
USOGR; 1 

. EPO;:JPO;:::i: 

IBMlTDB 


111111 


ON. 


2gQ5/04/p5.18:Ql, 


S15 
1 


23 


S139 and ("power consumption" 
near5 (anal$5 or monitor$3)) and 
((extract$3 or obtain$3) near3 
(secret or key$l or information)) 


US-PGPUB; 
USPAT 


OR 


ON 


2005/04/05 18:47 


Mr- 




5139 and; ("differeritial:;^ 
• analysis" or:dpa);:.:::' 


US-PGPUB;^: 
; QSPAT; 


■:i0R 




;iO0S/p4/05 18:47 
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Si5i 



S15 
5 



iSlS 

16. . 



S15 
9 



S16 



S16 
1 



iS16 

S16 
3 



12 kocher.in. and (leak$ near3 
cryptDgraph$2) 

25 : (complementerY nearS .: . 

operational) samei(ctypt6graph$^ 
i pr encr/pt$3 or decry pt$3) : . 



57 



55 



18 



32 



((random near3 (assign$3 or 
select$3 )) with $processor$l) and 
(cryptograpli$2 or encrypt$3 or 
decrypt$3) and (@ad<"20001227" 
or @rlad<"20001227") 

((multiple or plural$3 or second or 
other) neari? prpcessor$2):With;; i;:: 
cryptograph$2 and;i^^ 
(@ad<:"2(K)01227" or 
:@rlad<"20001227") ■ , 

S156 and ((dummy or fake) nearS 
(cryptograph$2 or encrypt$3 or 
decrypt$3 or program or 
operation)) 



5156 and ("differential bovver 
analysis" or dpa) : 



("4641346" I "4641347" | 
"4725718" I "4757537" | 
"4775246" | "4802218" | 
"4831555" I "4853961" | 
"4932053" I "4997288" | 
"5500601" I "5533123" | 
"5995629" | "6154734" | 
"6327661" I "6419159" | 
"6510518" I "6594760").PN. 

(••4932053")!urpn1:;;;: ; 



("4932053").PN. 



US-PGPUB; 
USPAT 

:US-PGPU6; 

iUSPAT;!^ i^: 
USOCR; : : 
EPd;iJPO; : 

jgMjrdB;; 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT; 
IBM TDB 



US-PGPUB; 
USPAT; : 
USOCR; ¥i 
EPO; 3P0; 
: DERWENT; 
IBM.TDB . 

US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

US-PGPUB; 
USPAT; -i: 
USOCR; : 
kPO; JPO; 
DERWENT; 
IBMJTPB 

US-PGPUB; 

USPAT; 

USOCR 



USPAT 



US-PGPUB; 
USPAT 



OR 
OR 



OR 



OR 



OR 



OR 



OR 



OR 



OR 



ON 

ON: 



ON 



ON 



ON 



ON 



2005/04/05 18:57 
;2005/04/d5i:19:0i: 



2005/04/05 19:03 



2006/03/16; 13:22 



2006/03/16 13:24 



2005/09/20 14:26 



2005/09/20 14:32 



; 2005/09/20; i5:p2 



2005/09/20 15:05 
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0 



S17 
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S17 
6 



S17 

1 



S17 
8 



:Si7. 

m 



26 



2485 



64 



51 

510661 



524 



1130 



71 



(dummy or fake) near5 
(cryptograph$2 or encrypt$3 or 
decrypt$3) nearS (key$l or 
random near2 (value$l or 
number$l)) and 
(@ad<"20001227" or 
@rlad<"20001227") 



713/i72,174;l92yl93, iHi::-: 
34d;380/29-30;7d5/65.ccls.!^nd 
(@ad<"2000i227":6r: ^ 
@r|ad<':'2000i227"j' 

5167 and ("differential power 
analysis" dpa power current) and 
dummy 

:S168 and:((sjmu[t3neous$2 i:^; i;- 
concurrent$2 parallei:"sarrie time"); 
with::dummy) 

5168 and (simultaneous$2 
concurrent$2 parallel "same time") 



(pbwericurreht) riiearS (analy$4 
cpnsumptibniattac 
differential) • i ■ 



((dummy unnecessary additional) 
near2 (process operation program 
instruction)) same (((second other 
another) near2 (processor cpu 
chip unit)) co$l processor) 

((dummy uhnecessary addjtipnal): ; 
; ; h(ear2;(ijrbcess operation [iribgr^m ; 

instruction)) with (paralle 
: concurrent simultarieous "same 

S174 and S176 and S177 



S174;ahd;si76 



US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM TDB 



US-PGPUB-; 
USPAT: :i . 



US-PGPUB; 
USPAT 

;US-PGPUB; 
USPAT ; 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT; 
USOCR- " 
EPO; JPO; ; 
DERWENT; 
I^M^ TDB i: 



US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

US-PGPUB; 
USPAT; r 
USOCR; - J 
iEPOjiJPO;- 
DERWeNT;: 
IPM^TDB 

US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM.TDB 

USr>dPUB;i 
USPAT; ^ 
USOCR; 
EPO; JPO; 1 
DERWENT; 



OR 



OR: 



OR 
OR 

di 



OR 



OR 



OR 



or; 



ON 



ON 



ON 



ON 



ON 



ON 



ON 



ON 



ON 



ON 



2006/03/15 15:01 



2005/09/21! 07:59; 



2006/03/16 15:03 



2065/09/21;P8:03 



2005/09/21 08:03 



2005/09/21ip8:32 



2005/09/21 08:39 



2005/09/21 08:39 



2005/09/21 08:41 



2065/09/21 08:41: 
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30 


S174 and S176 and 
(@ad<"20001227" or 
@rlad< 20001227 ) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2005/09/21 08:45 


S18 
1 


72^^ 




US-PGPUB; 
USPAT; 


GR iyi: 




: i 2005/09/21 10:04:: 


(@ad<"2O00ii227" or : : i; i 






^ @rlad<"20001227");;p;; iv i 


USOCR; 
EPO; JPO; 














: DERWENT;: 

IBM_TDB ; ::: : 








S18 
2 


35 


(("side channel "power analysis ) 
near5 attack) and ((dummy 
$2necessary superfluous 
$2important $2relevant) near3 
(operation instruction process 
program)) 


US-PGPUB; 

USPAT; 

USOCR; 

CPU; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/03/17 20:00 


■sis 


.8 


■ Sl82:and (@ad<!!Ml227":6^ ^ i 


USrPGPUB;i \ ^ 


OR.: .:■■■:■•■: 


oi^jii 


• 2006/03/17:2t);02i: 








USPAT; : 
USOCR; : 














i tPO; JPO; : 
DERWENT; 
IBM^TDB: : 








S18 
4 


634 


(((multiple or plural$3 or second 
or other) near2 processor$2) 
multi4lDror&<;^or milnrorp<;<;or^ 
With (ctYPtograph$2 encrypt$3 
decrypt$3 cipher$3) and 
(@ad<"20001227" or 
@rlad<"20001227") 


US-PGPUB; 

USPAT; 

USOCR" 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/03/16 13:25 


S18 


CZ-- 17. 


S184 and .((dummy or fake or 


US-PGPUB; 


Pfc;:. :. 


■QN 


2006/03/16 13:26 


5 




: false or disguis$3) ; hears ^ 
(cryptograph!? or encrypt$3 or ; 

: ddcrypt$3 or prdgram or i: t: 
operation)) 


USP/Vf; ; 
USOCR; 
;EP0; jPb; 
DERWENT; 

^ iBM^irpB^i: : 








S18 
6 


27 


(dummy or fal<e) nearS 
(cryptograph$2 or encrypt$3 or 
decrypt$3) nearS (key$l or 
random near2 (value$l or 
number$l)) and 
(@ad<"20001227" or 
@rlad<"20001227") 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2006/03/16 15:02 




.. :'::.2;§P8! 


713/172,174,192,193, ' 
; Md;330/i§:43d;yoS/65:dlsi^iahb 
: (@ad<"26bbi2^:?i":6r: . 
i @rlad<*'2d6bl227") 


US-PGPUB; ; 

ospAiiiriirt ■• 


ipR.I;' 




; .. 2QQ6/.03/1.7 17:07 
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S18 
8 


67 


S187 and ("differential power 
analysis" dpa power current 
side$lchannel (side adj channel)) 
and dummy 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/16 15:04 


S18 






USPAT : 


FOR -i 


ON: 


;2006/03/i6:i5:16 


■■9'rrv 

S19 
0 


3 


("5623548" | "5838796" | 
"6061449").PN. 


US-PGPUB; 
USPAT; 


OR 


ON 


2006/03/16 15:27 


S19 

2 . 




tigpniihV 


USPAT; 

USOCR; 


-QR^-- ■ 


ON 


::2Q06/63/17 11:02 






EPO; JPO; ; i 














DERWENT; 
IBMitbB - 








S19 
4 


2 


ugon.in. and (power same smart) 


USPAT; 
USOCR; 
EPO* JPO- 
DERWENT; 
IBM.TDB 


OR 


ON 


2006/03/17 11:04 


■Si9 


..:i56- 


38b/i-2.ctfe. and 

(@ad<™01227" or : ; ii lr 


US-PGPUB; 
; USPAT: !!!!;;: 


■OR'"' "'■ 




2006/03/17 19:11; 






@rl^d«"2{)0dl227" ) ; ^/i :: 










S20 
0 


20 


curiger.in. 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/17 17:23 


S20..: 




S195 and ((durnmy extraneous 
superfluous) near2 (operation k::-^ 
process circuit hardware 


US-PGPUB; 
USPAT : 


OR . 


ON 


2006/03/17 18:15 










S20 
2 


10 


S195 and ((power nearZ (analysis 
monitor$3)) (side$lchannel (side 
adj channel)) same attack) 


US-PGPUB; 
USPAT 


OR 


ON 


2006/03/17 18:17 


S20 

5^:^;i.;.: 


g,32 


("4932053").URPN.: i: • ; :: 


USPAT PI 


:0R 


ON 


! 2006/03/p ;19:25 


S20 
9 


55 


(("side channel" side$lchannel 
(power near2 analysis)) nearS 
attack) and ((dummy $2necessary 
superfluous $2important 
$2relevant extraneous mock) 
near3 (operation instruction 
process program circuit 
hardware)) 


US-PGPUB; 

USPAT; 

USOCR; 

EPO; JPO; 

DERWENT; 

IBM_TDB 


OR 


ON 


2006/03/17 20:08 


^ S21 

:"6;:. ■• 




;:S269ian(di(@ad<'7 


US-PGPUi;iP 
. USPAT; Wim 

EPO; JPO; L 
:bEkW^NT;: 
:;iBMiTDB i- J: 




iON. 


i2Q06/63/p:2p:08y 
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